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ABSTRACT 



A method and apparatus for securing software to reduce 
unauthorized use include associating a password or series of 
passwords with each copy of group of authorized software 
and requiring entry of a first password obtained from the 
developer or authorized representative of the software after 
exchanging registration information. The method and appa- 
ratus may also subsequently require entry of a second 
password from the series associated with the software to 
continue using the software. A password or authorization 
code series may be associated with each authorized copy or 
with a group of copies such as those distributed to a 
particular organization or site. Preferably, subsequent pass- 
words or authorization codes are obtained from an autho- 
rized software developer, manufacturer, or distributor which 
gathers current information from the user to monitor com- 
pliance with licensing restrictions. The number and fre- 
quency of required password updates may be regular or 
irregular depending upon the application, user, or software 
manufacturer. A code which disables the software may be 
communicated if the manufacturer determines that the user 
is an unauthorized user. 

45 Claims, 6 Drawing Sheets 
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METHOD AND APPARATUS FOR SECURING Yet another object of the present invention is to provide an 

SOFTWARE TO REDUCE UNAUTHORIZED apparatus and method for the software manufacturer to 

USE maintain contact with the user over an extended period of 

TECHNICAL FIELD _ Um A C " . ... 

5 A further object of the present invention is to provide a 

The present invention relates to apparatus and methods method and apparatus for reducing unauthorized use of 

for reducing unauthorized use of software. software which facilitate periodic software updates and 

BACKGROUND ART forwarding of information, when and if desired. 

Software developers are often victims of illicit copying in A stiU forther ob i ecl of tne P resent invention is to identify 

and unauthorized use of their software in violation of those enUUes responsible for unauthorized copymg or use of 

contractual obligations imposed by licensing agreements software so that appropriate action may be taken, such as 

and subject to civil and criminal penalties under various disabling the software, requesting payment from the user, or 

domestic and foreign laws. Unauthorized entities range from seekin S cml or cnminal penalties. 

a relatively small percentage of the total users to an over- s Another object of the present invention is to provide a 

whelming majority of illegal users. Such unauthorized use method and apparatus for reducing unauthorized software 

not only amounts to theft of the developers' intellectual use wnicD deactivates unauthorized copies when an unau- 

property, but also reduces the number of programs sold and thorized user attempts to obtain a password, 

therefore the associated profitability of the developer. This In carrying out the above objects and other objects, 

may ultimately diminish the creative effort expended by the 2Q features, and advantages of the present invention, a method 

software developers due to the reduced financial incentive. for securing software includes associating a series of pass- 

The advent of the internet has contributed to the prolifera- words or authorization codes with each copy or group of 

tion of pirated software, known as "warez", which is easily authorized software, requiring entry of a first password from 

located and readily downloaded. the series associated with the software upon first use of the 

Various strategies have been employed to make unautho- 25 software, and subsequently requiring entry of a second 

rized duplication and use of software more difficult. One password from the series associated with the software to 

such approach is to provide a hardware "key" which is continue using the software. A password or authorization 

typically installed in the parallel port of the computer to code series may be associated with each authorized copy or 

provide a software interlock. If the key is not in place, the with a group of copies such as those distributed to a 

software will not execute. This method is relatively expen- 30 particular organization or site. Preferably, subsequent pass- 

sive for the developer and cumbersome for the authorized words or authorization codes are obtained from an autho- 

user while remaining vulnerable to theft by duplication of rized software developer, manufacturer, or distributor which 

the hardware key. gathers current information from the user to monitor com- 

Another approach requires the user to enter a serial pliance with licensing restrictions. The number and fre- 

number or customer identification number during instalia- 35 quency of required password updates may be regular or 

tion of the software. Missing or invalid registration infer- irregular depending upon the application, user, or software 

mation prevents installation of the software. This approach manufacturer. 

is easily defeated by transferring the serial number or The present invention contemplates, but does not require, 

customer identification number to one or more unauthorized more frequent password updates for more complex software 

users. 40 because it is generally more costly to develop (and therefore 

Yet another approach requires registering the software more valuable to users) whereas less costly software would 

with the manufacturer or distributor to obtain an operational require fewer password updates to reduce administrative 

code or password necessary for installation of the software. costs associated with password maintenance. 

Again, once the operational code or password is obtained, it Password or authorization code updates may be obtained 

may be perpetually transferred along with pirated copies to 45 automatically or manually. Automatic updates are accom- 

numerous unauthorized users. plished using electronic communication between the manu- 

Various copy protection strategies have been employed to facturer's computer (or an authorized representative) and the 

reduce the number of unauthorized copies available. This user's computer. Updates may be performed by a direct 

approach is generally disfavored by users who may have a modem connection, via email, a web browser, or the like, 

legitimate need to make backup or archival copies or trans- 50 The particular time an nature of updates and the user 

fer a copy to a new computer or hard drive. interface utilized to implement the updates may vary by 

While prior art strategies have enjoyed various levels of manufacturer or product. Manual updates are performed by 

success in reducing unauthorized use of software, they often advance or periodic notifications generated by the software 

impose a significant burden on the authorized users or are t0 alert the user that password updates are required or will 

easily defeated by unauthorized users. As such, software 55 be required in the near future. The user may then contact the 

developers need an apparatus and/or method for reducing manufacturer for the specific password update via telephone, 

unauthorized use of software which does not burden the mail » email, or the like. Password advisories normally occur 

authorized users to dissuade them from purchasing and P rior to the Periodic termination of the operating period 

using the protected software. which may be measured by program starts, elapsed running 

60 time, calendar period, etc. Password updates may be in the 

SUMMARY OF THE INVENTION form of alphanumeric and/or encrypted passwords or of any 

Thus, one object of the present invention is to provide an other conventional type, 

apparatus and method for improving software security Preferably, the user must provide registration information 

throughout the lifetime of the software. prior to receiving the original - or updated password or 

Another object of the present invention is to provide an 65 authorization code. Registration information may be entered 

apparatus and method for monitoring the number of users of by the user or automatically acquired (and transmitted for 

a software product, both authorized and unauthorized. automatic updates) by the software. Registration inform a- 
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tion may include a serial number, registration number, 
TCP/IP address, user name, telephone number, computer 
specific information, etc. This information may be encoded 
and/or encrypted to make it less susceptible to tampering by 
unauthorized users. The registration information is prefer- 
ably monitored and compared to previously captured infor- 
mation to control the number of authorized copies of soft- 
ware and/or identify unauthorized users. If unauthorized use 
is suspected, a password or authorization code may be 
provided which subsequently disables the software, either 
immediately or after some period of time so that an autho- 
rized user is provided an opportunity to rectify the informa- 
tion which caused deactivation. 

A number of advantages result from various implemen- 
tations of the present invention. For example, the present 
invention reduces unauthorized use of software without 
imposing a significant burden on authorized users. The 
present invention controls the number of copies of autho- 
rized software by monitoring registration information and 
deactivation of suspected pirated copies. Requiring autho- 
rized users to periodically update a password or authoriza- 
tion code provided by a password administrator improves 
accuracy of contact information for marketing related prod- 
ucts and distribution of product updates. The present inven- 
tion also provides a variable level of software security which 
can be tailored to the particular application depending upon 
the value of the application to potential software pirates. 

The above advantages and other advantages, objects, and 
features of the present invention will be readily apparent 
from the following detailed description of the best mode for 
carrying out the invention when taken in connection with the 
accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating various features of 
a method and apparatus for securing software according to 
the present invention; 

FIG. 2 is a flow diagram illustrating generally a method 
for securing software according to the present invention; and 

FIGS 3a through 3d is a more detailed flow diagram 
illustrating representative embodiments of a method and 
apparatus for securing software according to the present 
invention. 

BEST MODE(S) FOR CARRYING OUT THE 
INVENTION 

Referring now to FIG. 1, a block diagram illustrating 
various features of a method and apparatus for securing 
software according to the present invention is shown. Manu- 
facturers or developers create application programs or soft- 
ware which is stored in the form of data representing 
program instructions executable by a computer on computer 
readable media 10. Computer readable media 10 may 
include any medium capable of storing such instructions 
which is directly or indirectly readable by a computer, such 
as computer 12. Computer readable media may include 
floppy disks, hard drives, CD-ROMs, floptical disks, mag- 
netic tape, and the like. Each copy or group of copies of the 
software may have an associated serial number, indicated 
generally by reference numeral 14, and an associated pass- 
word 16 which may be one of a series of associated 
passwords 18 as explained in greater detail below. Each 
password 16 may be an alphanumeric character string which 
may be encoded or encrypted or a binary or hexadecimal 
machine readable string to resist tampering by unauthorized 
users. Passwords 16 within series 18 may be randomly 
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assigned or may be generated using a suitable algorithm, 
many of which are known in the art. Likewise, passwords 16 
may be based on serial number 14, a current data or version 
data 17, and/or a previous password 20 from the series of 
5 passwords. 

After the password or passwords are created and associ- 
ated with one or more serial numbers or copies of the 
software, they may be transferred to an authorized repre- 
sentative of the software, as represented by arrow 22, such 

10 as a password administrator 24. Of course, the original 
manufacturer or developer of the software may also function 
as password administrator 24. The software may be distrib- 
uted by purchase or more commonly it is licensed as 
represented by arrows 26 and 28 to individuals 30 and 

is groups 32, respectively. Preferably, the software is distrib- 
uted to the end users without its associated password 16 
which must be obtained from password administrator 24. 
Alternatively, computer readable media 10 may be distrib- 
uted with the first password 16 of a series of passwords 18. 

20 Each authorized user preferably has software with a unique 
identifier, such as a serial number, whether the authorized 
user is an individual, such as user 30, or a group or region, 
indicated generally by reference numeral 32. However, the 
same password or series of passwords may be associated 

25 with a number of serial numbers to reduce the administrative 
burden for password administrator 24. For example, each 
end user 34 associated with organization or site 32 may have 
the same password or series of passwords. Preferably, not 
more than one password is distributed with each authorized 

30 C0 P V 50 tnat tne enc * users will need to contact password ' 
administrator 24 to obtain additional passwords for contin- 
ued use of the software as explained in greater detail below. 

During the initial use or installation of the software on 
computers 12,34, a password or authorization code will be 

35 required by the software to function properly. The end user 
must contact the authorized representative for the software, 
such as password administrator 24, to obtain the appropriate 
authorization code or password as indicated generally by 
arrows 36. Password administrator 24 obtains registration 

40 information 38 from the end user and provides an appropri- 
ate password or authorization code to the software as 
indicated by reference numeral 40. Communication of reg- 
istration information and the authorization code may be 
accomplished either manually or automatically depending 

45 upon the particular application and configuration of the 
software. Manual communication may be by email, regular 
mail, telephone, automated voice response system, web 
browser, direct modem transfer, or the like but requires a 
varying level of intervention by the end user depending upon 

50 the particular type of communication. Automatic communi- 
cation may use similar methods or means to communicate 
the information but is performed without user intervention, 
although the user may be advised or notified that the process 
is occurring or has occurred. 

55 Registration information 38 may include traditional con- 
tact information, such as name, address, email; phone, etc. 
but preferably includes information which can be obtained 
without intervention by the end user to improve its veracity. 
Such information may include identification of a TCP/IP 

60 address, originating telephone number, or computer-specific 
information associated with the end user. Computer-specific 
information may include an electronic serial number (ESN) 
which uniquely characterizes the hardware configuration of 
the computer based on information stored in the computer's 

65 non-volatile CMOS, registry, motherboard serial number, or 
the like. Password administrator 24 preferably stores the 
registration information to be used for various purposes 
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according to the present invention to reduce unauthorized Alternatively or in addition, a code 56 which deactivates the 

use of software. For example, password administrator 24 software may be communicated. As another alternative, a 

may use the registration information to monitor compliance shortened authorization period may be provided along with 

with licensing terms by determining whether a particular a password and a message which indicates the end user must 

serial number has been installed on more than one computer 5 contact administrator 24 or another customer service repre- 

or by more than one end user. Administrator 24 may sentative to verify the user's status as represented by refer- 

compare the registration information with previously ence nume ral 58. In the event the user is determined to be 

received registration information to determine whether to unauthorized, password administrator 24 may decline to 

issue an authorization code or password, or to provide a code download a password at which time the software may 

which disables further operation of the software. The reg- 10 automatically become inoperative after the current opera- 

istration information may also be used to contact the end tional period has lapsed 

users for marketine new products or versions, or providing „ r 4 - „ „ .„ 

c. j * Referring now to FIG. 2. a flow diagram generally lllus- 

soitware updates. A ^ * r 1 • 

_ , ... „ . . trating a method for securing software according to the 

He password or authonzabon code is communicated to , invention ^ showQ A Qrd of serfes of 

the software as represented by reference numeral 40. JS words ^ assoc^ with a particular copy or group of copies 

Depending upon the particular implementation, the pass- of ^ rior lo (without the password or 

word may be provided to the end user who manually enters with Qm Qne of a ^ of ords) K represenled by 

the informaUon intothe computer 42 to begin or continue b]oAm A ^ q[ ords be ^ the 

using the software The password or authorization code may software ^ an riale ord generation ^ 

be encoded as an alphanumeric stnng using vanous numbers 20 ^ with et6K wbich v based on the 

and letters which represent meaningful information to the For , , al ^ Qr mathematical ation or 

administrator bu appear to be randomly generated to the end formma be ^ , 0 {e ords with onc or 

user. Alternauvely, an encryption algorithm may be used to more of , he eters of the uation corresponding l0 

transmit the information. Preferably, the password auttio- leUers of characters in tn6 serial number of the softwa * 

nzes the software to execute on computer 42 for a first 25 ^ , . , , , ., 

predetermined period as represented by counter 44 or cal- F ° r applications which have only a single password for 

endar 46. The predetermined period may vary based on the each copy or group of copies the password may not be 

particular authorized user, the cost of the software, the distributed with the software so the end user must contact the 

number of estimated unauthorized copies etc. For example, . d f ve , lo P er ° r authonzed representative as represented by 

it is anticipated that more expensive software would provide 30 blodc , 82 ' For ^cations with two or more passwords, an 

a shorter period of authorization to provide a higher level of iniUal P™rd may be provided or the software may 

security. The higher revenue generated by the software °P er f te wltnollt . a P™rd for a first period to provide 

offsets any increased administrative expense of password an ?P le "PPOtbaaty for the end user to acquire the initial/ 

administrator 24 due to the increased frequency of updates ^sequent password. Registration information may be 

required required as a precondition to providmg a valid authorization 

..j.,,, , AA , , , A , lt _ 35 code or password. This allows the developer or authorized 

As indicated by counter 44 and calendar 46. the autho- f A . .J 

rized period of use may be measured either in calendar days representative nomtor compliance with licensing terms 

/ ft * \ • u i and/or take appropnate action for unauthorized users, 

(months, years etc.) or in execution hours, number or rr r 

accesses, or the like. Once the authorized code as indicated ^ password or authorization code is communicated to 
by reference numeral 48. This may be accomplished auto- *o the software as represented by block 84 to make the software 
matically and transparently to the end user by electronically operational on the end user's computer. This may be per- 
contacting password administrator 24 and exchanging cur- formed automatically, without user intervention, or manu- 
red registration information 50. Administrator 24 may com- all V when initiated by the user using vanous communication 
pare the current registration information 50 with previously - channels, such as regular mail, email, web browser, direct 
received registration information to determine if at least a 45 modem connectlon » et c. The metfrotf-rTTay optionally require 
portion of the information matches for that particular serial periodic updates at regular, irregular, or random intervals 
number or group of serial numbers. This comparison may be bascd on elapsed running time, calendar time, or the like, as 
used to determine whether the end user is an authorized user represented by block 86. The software may prompt the user 
or an unauthorized user when the end of the authorization period is approaching to 
/>* Tne information provided to the software by administrator 50 provide an opportunity to obtain a subsequent authorization 
/ 24 may depend upon whether the user is determined to be code for «*tmucd of the sof ^e. 
/ authorized or unauthorized. For example, if the user is Referring now to FIG. 3a, a more detailed flow diagram 
[ determined to be an authorized user, a subsequent password illustrating a method and/or apparatus for securing software 
I 52 from the series of passwords associated with the software according to the present invention is shown. The software 
\ serial number or group may be communicated which autho- 55 manufacturer or developer (source) produces software 
/ rizes the software for an additional operation period. As the which requires initial and/or periodic password updates to 
( software becomes less valuable, such as when new versions become or to remain operational as depicted in box 112. 
\ are released, the authorization period may increase and Software may be associated with individual end users, a 
/ preferably eventually allows indefinite use of the software. regional (geographic) or other group of users, or users 
\ Of course, an exceedingly long period (10 years for 60 associated with a particular organization or site. Providing 
/ example) may be essentially equivalent to an indefinite passwords or authorization codes for groups rather than each 
f period of operation. In addition to a subsequent password, an individual significantly reduces the number of passwords 
\ updated version 54 of the software may be transferred or required and the corresponding administrative overhead 
Vpffered to the end user. If the user is determined to be an including electronic storage and transmission requirements, 
unauthorized user, an appropriate message may be transmit- 65 Following production by the software manufacturer, the 
ted to alert the user to a discrepancy in the registration source electronically stores the password information for 
information, and the operational password may be withheld. future transmission to the user as shown in box 114. The 
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password information may be the actual passwords or infor- registration is selected 160 (or required), the user contacts 

mation used to generate subsequent passwords based on the the source via telephone, mail, email, internet, or the like to 

individual copy or group of copies of the software. The obtain the operational password following registration 152. 

embodiment depicted in FIG. 3a is intended to interlock Once contacted, the source searches for previous regis- 

specific pieces or groups of software with corresponding S tration of the software with the same serial number, regis- 

passwords or authorization codes. tration number or user identification 164 as shown in FIG. 

Once the software is acquired by the user 116, the user 3 * If thc nftw ^ has not bccn Previously registered 166, 

. . „ / „ ah \7u a • u- * the source transmits the necessary password 168 wherein the 

installs (partially or fully) the software in his computer or - , .---i r Tf , t . 4 

' , ~ „ . 4 ,. A . c iL software becomes operational 172. If a duplicate registration 
computer network 118. Following installation of the occure , t he source notifies the user of a previous registration 
software, the user is prompted to register the software and 10 Qf ^ ^ 1JQ and thereafter (akes appropnate 
obtain the necessary operational password which may be an actkm m Such action can cither indude not providing thc 
alphanumeric string which is encoded or encrypted, or a neC essary operational password 176 or continuing the pass- 
binary (machine readable) code. The user is allowed to word transmission if the source desires 168. 
choose between automatic or manual registration 120. As Following the initial registration of the software and 
shown in FIG. 36, if automatic registration is selected 122, ^ transmission of the first operational password, the software 
the program automatically contacts the source via a modem remains operational for a given operation interval after 
or other connection to obtain the operational password which the software notifies the user of the necessity to obtain 
following registration 124. the next operating password 178 as shown in FIG. 3c. The 

Once contacted, the source searches for previous regis- user contacts the source via telephone or by mail 182 and the 

tration of the software with the registration number or user 20 source determines if previous inquiries have been made for 

identification 126, if the software has not been previously lhe same user 184 ™e user ma y elect 10 co^en to 

registered 128, the source transmits the necessary password automatic electronic registration during this period 180, 

130 wherein the software becomes operational 134. If reg- however, this step is operational. 

istration information has been previously entered and does In p I G - 3 4 the source either transmits the password 188 
not match the current registration information, the source 25 or notlfies th u e ™* °* a du P llcate * ' a duplicate 
notifies the user of a previous registration of the same J*^ has been ^ source either declines to down- 
software 132 and thereafter takes appropriate action 136. load the P a& Ti\ ( ? whlch / he S0 ^™ beC0 ™ S 
„ , x . . . , , . .. non-operational 198) or the source transmits the password 
inch acton can , either mchide denying the necessary opera- m Duri 'y of the 

contact periods between the 

tional password 138 continuing the password download if SQUrce and lhe ^ (he mm ^ tQ transmit 

the source desires 130 or other appropnate action or actions. software updates or additional in f ormat ion 192. Following 

Following the initial registration of the software and the downloading or the necessary operational password the 

downloading of the first operational password, the software software becomes or remains operational 194. The sequence 

remains operational for a given interval which may be an for successive operation intervals may then be repeated at 

operation period or time period (random, regular, or 35 the source's discretion 200. 

irregular). Once the first interval expires, the program noti- It is understood that the representative methods of the 
fies the user of the necessity to obtain the next operating present invention do not need to continue after initial 
password 140 as shown in FIG. 3c. The user's computer registration and password transmission. Likewise, the pro- 
contacts the source via modem 142 and the source deter- cess may me discontinued at some point in time by down- 
mines if previous inquires have been made for the same user 4Q loading a lifetime password which authorizes the software 
144 based on the registration information. These step(s) may indefinitely. For example, this may be desirable after the 
be fully automated, thereby eliminating the need for user software is deemed obsolete. It is further understood that the 
intervention or notifying the user. specific sequencing of events is not necessary for the proper 
As shown in FIG. $d } the source either transmits the implementation of the present invention. The invention 
password 148 or notifies the user of a duplicate inquiry 149. 45 further allows for compatibility with existing software or 
If a duplicate inquiry has been made, the source either other security measures. 

declines to download 150 the password so that the software While the best modes for carrying out the invention have 

becomes non-operational 152 after the current operational been described in detail, those familiar with the art to which 

period elapses or the source transmits the password 148 if this invention relates will recognize various alternative 

desired. During any of the contact periods between the 50 methods for carrying out the invention as described by the 

source and the user, the source may elect to download following claims, 

software updates or additional information 154. Following What is claimed is: 

the downloading or the necessary operational password, the 1. A method for securing software to reduce unauthorized 

software becomes or remains operational 156. This use of the software, the method comprising: 

sequence is selectively repeated 158 as determined by the 55 associating a series of passwords with the software for 

authorization interval selected by the source and communi- each authorized user prior to distribution of the 

cated to the software. software, 

As shown in FIG. 3a, the user may have the option of requiring entry of a first password upon first use of the 

manual registration 160 and password input as opposed to software; and 

automatic registration. Alternatively, the source may require 60 subsequently requiring entry of another password to con- 
manual registration to verify the accuracy of at least some of tinue using the software. 

the registration information since it will be used to send the 2. The method of claim 1 wherein the authorized user is 

authorization code or password to the user. If the user a group having a separate copy of the software for each of 

provides inaccurate information, the password will not be at least two end users. 

transmitted and the software will not be operational. After 65 3. The method of claim 1 further comprising including not 

initial registration, optionally the user may elect to convert more than one of the passwords with the software for 

to automatic electronic contact at any time. Where manual distribution to each authorized user. 
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4. The method of claim 1 further comprising obtaining at 
least one password from an authorized representative of the 
software. 

5. The method of claim 4 wherein the step of obtaining 
comprises electronically communicating with the authorized 
representative. 

6. The method of claim 1 further comprising: 
requiring communication of registration information 

associated with the end user to an authorized represen- 
tative of the software prior to communicating the 
password to the software. 

7. A method of securing software comprising: 
disabling operation of the software until a password in 

obtained; 

enabling operation of the software for a predetermined 
interval after the password is obtained; and 

repeatedly requiring a new password for continued opera- 
tion of the software beyond expiration of the predeter- 
mined interval wherein the new password is determined 
using a previous password. 

8. A method for securing software to reduce unauthorized 
use of the software, the method comprising: 

requiring entry of a first password upon first use of the 
software; 

subsequently requiring entry of another password to con- 
tinue using the software; and 

repeating the step of subsequently requiring entry of 
another password at scheduled intervals for continued 
operation of the software. 

9. A method for securing software to reduce unauthorized 
use of the software, the method comprising: 

requiring entry of a first password upon first use of the 
software; 

subsequently requiring entry of another password to con- 
tinue using the software; and 

repeating the step of subsequently requiring entry of 
another password at regular intervals. 

10. A method of securing software to reduce unauthorized 
use, the method comprising: 

associating a series of passwords with the software; 
requiring an end user to contact a representative to obtain 

a password previously associated with the software; 
communicating a password previously associated with the 

software to the software, wherein the software is not 

functional until the password has been communicated; 

and 

subsequently requiring a new password, the new pass- 
word being obtained from the series of passwords 
previously associated with the software. 

11. The method of claim 10 wherein the step of commu- 
nicating comprises electronically communicating the pass- 
word. 

12. The method claim 10 wherein the step of communi- 
cating is performed automatically by the software and the 
authorized representative. 

13. The method of claim 10 further comprising: 
obtaining registration information associated with the end 

user as a precondition for performing the step of 
communicating the password. 

14. The method of claim 13 wherein the step of obtaining 
registration information is performed substantially simulta- 
neously with the step of communicating the password. 

15. The method of claim 13 wherein the step of obtaining 
registration information is performed substantially simulta- 
neously with the step of communicating the password. 
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16. The method of claim 10 further comprising: 
obtaining registration information associated with the end 

user, and 

encoding the registration information so it is not readily 
discernible. 

17. The method of claim 10 wherein the step of commu- 
nicating comprises communicating the password to the end 
user enabling the end user to supply the password to the 
software. 

18. The method of claim 10 wherein the step of associ- 
ating a password comprises associating a series of pass- 
words with the software. 

19. The method of claim 10 wherein the step of requiring 
a new password is performed at regular intervals. 

20. The method of claim 10 wherein the step of requiring 
a new password is performed at intervals based on elapsed 
execution time of the software. 

21. The method of claim 10 wherein the step of requiring 
a new password is performed at intervals based on elapsed 
time. 

22. The method of claim 10 wherein the step of requiring 
a new password is performed at predetermined intervals. 

23. A method of securing software to reduce unauthorized 
use, the method comprising: 

requiring an end user to contact a representative to obtain 
a password previously associated with the software; 

communicating a password previously associated with the 
software to the software, wherein the software is not 
functional until the password has been communicated; 

periodically requiring registration information associated 
with the end user to obtain a new password, the new 
password being required for continued operation of the 
software. 

24. A method of securing software to reduce unauthorized 
use, the method comprising: 

requiring a password for the software to become opera- 
tional; 

repeatedly requiring registration information associated 
with the end user to obtain a new password, the new 
password being required for continued operation of the 
software; and 

comparing the registration information with previously 
obtained registration information associated with the 
software to determine whether the end user is an 
authorized user. 

25. A method comprising: 

requiring an authorization code for software to become 
operational; 

repeatedly requiring registration information to obtain a 
new authorization code for continued operation of the 
software; 

comparing the registration information with previously 
obtained registration information; and 

providing a new authorization code only if at least a 
portion of the registration information matches previ- 
ously obtained registration information. 

26. A method comprising: 

disabling software from being functional until a first 
authorization code is entered; 

repeatedly requiring a new authorization code after expi- 
ration of each of a plurality of varying intervals for 
continued operation of the software, the new authori- 
zation code being obtained from the representative. 

27. A method of securing software comprising: 
associating a plurality of passwords with the software, at 

lease one password being generated prior to the distri- 
bution of the software; 
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enabling operation of the software after a password has 
been entered; 

periodically requiring a new password for continued 
operation of the software, the new password being 
obtained after providing registration information asso- 
ciated with a user; 

comparing the registration information with previously 
obtained registration information; 

providing a new password which allows continued opera- 
tion of the software if the step of comparing indicates 
the end user is an authorized user; and 

providing a new password which disables the software if 
the step of comparing indicates the end user is an 
unauthorized user 

28. A computer readable storage medium having data 
stored therein representing software executable by a 
computer, the software including instructions to reduce use 
of the software by unauthorized users, the storage medium 
comprising: 

instructions for requiring an end user to obtain a password 

associated with the software; 
instructions for disabling the software until the password 

has been communicated to the software; and 
instructions for repeatedly requiring communication of a 

new password for continued operation of the software. 

29. The computer readable storage medium of claim 28 
further comprising: 

instructions for obtaining registration information associ- 
ated with the end user. 

30. A computer readable storage medium having data 
stored therein representing software executable by a 
computer, the software including instructions to reduce use 
of the software by unauthorized users, the storage medium 
comprising: 

instructions for requiring an end user to contact an autho- 
rized representative to obtain a password associated 
with the software; 

instructions for disabling the software until the password 
has been communicated to the software; and 

instructions for periodically requiring entry of a new 
password for continued operation of the software. 

31. A computer readable storage medium having data 
stored therein representing software executable by a 
computer, the software including instructions to reduce use 
of the software by unauthorized users, the storage medium 
comprising: 

instructions for requiring a password associated with the 
software; 

instructions for enabling the software after the password 
has been communicated to the software; and 

instructions for disabling the software after a predeter- 
mined password is communicated to the software. 

32. A computer readable storage medium having data 
stored therein representing software executable by a 
computer, the software including instructions to reduce use 
of the software by unauthorized users, the storage" medium 
comprising: 

instructions for requiring a password associated with the 
software; 

instructions for enabling the software after the password 
has been communicated to the software; 

instructions for subsequently requiring a new password to 
be communicated to the software for continued opera- 
tion of the software; and 
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instructions for automatically contacting an authorized 
representative of the software to communicate regis- 
tration information and obtaining authorization for con- 
tinued operation of the software. 

33. A computer readable storage medium having data 
stored therein representing software executable by a 
computer, the software including instructions to reduce use 
of the software by unauthorized users, the storage medium 
comprising: 

instructions for requiring an end user to contact an autho- 
rized representative to obtain a password associated 
with the software; 

instructions for disabling the software until the password 
has been communicated to the software; 

instructions for periodically requiring entry of a new 
password for continued operation of the software; 

instructions for automatically contacting an authorized 
representative of the software to communicate regis- 
tration information and obtaining authorization for con- 
tinued operation of the software; and 

instructions for encoding the registration information. 

34. A method of securing software to reduce use of the 
software by unauthorized users, the method comprising: 

associating a series of passwords with each unit of soft- 
ware; 

requiring communication of registration information to an 
authorized representative for the software to receive a 
first password from the series of passwords associated 
with the software, the registration information being 
associated with an end user of the software; 

periodically repeating the step of requiring communica- 
tion of registration information to the authorized rep- 
resentative to obtain a subsequent password from the 
series of passwords for continued operation of the 
software, each password enabling operation of the 
software for a predetermined interval. 

35. A method of securing software to reduce unauthorized 
use of the software, the method comprising requiring peri- 
odic communication of registration information associated 
with a user of the software to a remotely located password 
administrator to obtain a password which enables continued 
operation of the software wherein the password is deter- 
mined based on a previously obtained password. 

36. A method for reducing unauthorized use of software, 
the method comprising: 

requiring an end user to contact an authorized represen- 
tative of the software upon initial use of the software by 
the end user to obtain an authorization code; 

communicating registration information associated with 
the end user to the authorized representative; and 

providing an authorization code which disables the soft- 
ware if the registration information indicates that the 
end user is an unauthorized user. 

37. A method for reducing unauthorized use of software, 
the method comprising: 

requiring registration information to be entered during 
initial use of the software; 

communicating the registration information to an autho- 
rized representative of the software; 

determining whether the software has been previously 
registered; 

if the software has been previously registered, determin- 
ing whether the registration information matches at 
least a portion of the previous registration information; 
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communicating an authorization code to the software 
upon receiving the registration information if the soft- 
ware has not been previously registered or if the 
registration information matches at least a portion of 
the previous registration information, the authorization 
code allowing continued operation of the software for 
a first predetermined period; 

after the first predetermined period has expired, requiring 
a subsequent authorization code for continued opera- 
tion of the software, the subsequent authorization code 
being communicated only if registration information 
indicates the end user is an authorized user based on 
previously received registration information. 

38. A method of securing software to reduce unauthorized 
use, the method comprising: 

Associating a plurality of passwords with the software 
and distributing one of the plurality of passwords 
concurrently with the software; 

repeatedly requiring an end user to contact a representa- 
tive to obtain another one of the passwords previously 
associated with the software; and 

communicating one of the passwords previously associ- 
ated with the software to the software, wherein the 
software remains functional only until the password 
expires. 

39. The method of claim 38 wherein the step of commu- 
nicating comprises electronically communicating the pass- 
word. 

40. The method of claim 38 wherein the step of commu- 
nicating is performed automatically by the software and the 
representative. 

41. The method of claim 38 further comprising: 
obtaining registration information associated with the end 

user as a precondition for performing the step of 
communicating the password. 

42. A method of securing software to reduce unauthorized 
use, the method comprising: 

associating a plurality of passwords with the software and 
distributing one of the plurality of passwords concur- 
rently with the software; 

requiring an end user to obtain another one of the pass- 
words previously associated with the software; 

communicating one of the passwords previously associ- 
ated with the software to the software; and 

periodically requiring a new password for continued 
operation of the software, the new password being 
obtaining from an authorized representative. 

43. A method comprising: 

requiring a password to enable operation of software for 
a predetermined interval; 
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disabling the software upon expiration of the predeter- 
mined interval; 

periodically requiring a new password for continued 
operation of the software, the new password being 
obtained from an authorized representative after pro- 
viding registration information associated with the end 
user, 

comparing the registration information with previously 
obtained registration information; 

providing a new password which allows continued opera- 
tion of the software if the step of comparing indicates 
the end user is an authorized user; and 

providing a new password which disables the software if 
the step of comparing indicates the end user is an 
unauthorized user. 

44. Amethod of securing software to reduce unauthorized 
use, the method comprising: 

associating a plurality of passwords with the software and 
distributing one of the passwords concurrently with the 
software; 

repeatedly requiring an end user to contact a representa- 
tive to obtain another one of the passwords previously 
associated with the software; 

communicating one of the passwords previously associ- 
ated with the software to the software, wherein the 
software remains functional only until the password 
expires; 

obtaining registration information associated with the end 
user as a precondition for performing the step of 
communicating the password; and 

modifying the password based on the registration infor- 
mation. 

45. Amethod of securing software to reduce unauthorized 
use, the method comprising: 

associating a plurality of passwords with the software and 
distributing one of the plurality of passwords concur- 
rently with the software; 

repeatedly requiring an end user to contact a representa- 
tive to obtain another one of the passwords previously 
associated with the software, the password being deter- 
mined using a previous password; and 

communicating one of the passwords previously associ- 
ated with the software to the software, wherein the 
software remains functional only until the password 
expires. 
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